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Bagle's new variant ready to open ports 81 and UDP -- Posted by 
Igor_Donchenko on Saturday, October 30 2004
Bagle worm, which had caused havoc in the Internet World has once again hit 
the Internet community with its latest variant, Bagle.AS. Bagle.AS arrives as an 
email attachment with one of the following subject lines: 

Re:
Re: Hello
Re: Thank you!
Re: Thanks :)
Re: Hi

And carries an attachment titled Price, price, Joke, with an extension .exe, .scr, 
.com, .cpl. 

Bagle.AS harvests email addresses from the local disk. It then uses own SMTP 
engine to send out infections. The messages sent out have spoofed sender 
address. While constructing the spoofed sender's address Bagle.AS ignores 
addresses, which contain the strings like: @hotmail, @msn, @Microsoft, 
kaspadmin, cafee etc. 

The worm locates the folders containing "shar" and copies itself on the user's 
system using one of the following names:

●     ACDSee 9.exe
●     Adobe Photoshop 9 full.exe
●     Ahead Nero 7.exe
●     Kaspersky Antivirus 5.0
●     KAV 5.0
●     Matrix 3 Revolution English Subtitles.exe
●     Microsoft Office 2003 Crack, Working!.exe
●     Microsoft Office XP working Crack, Keygen.exe
●     Microsoft Windows XP, WinXP Crack, working Keygen.exe
●     Opera 8 New!.exe
●     Porno pics arhive, xxx.exe
●     Porno Screensaver.scr
●     Porno, sex, oral, anal cool, awesome!!.exe
●     Serials.txt.exe
●     WinAmp 5 Pro Keygen Crack Update.exe
●     WinAmp 6 New!.exe
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●     Windown Longhorn Beta Leak.exe
●     Windows Sourcecode update.doc.exe
●     XXX hardcore images.exe

This variant of Bagle listens on TCP port 81 and a UDP port.

MicroWorld warns the Internet Users to take a suspicious look on any such files 
found on their systems, as the worm once downloaded on the system would 
terminate the security applications, making them fall prey to the mal-intentions of 
cyber criminals. 

Source: http://www.mwti.net

Spyware/Spydeleter, malware that tries to blackmail users online -- Posted 
by Igor_Donchenko on Thursday, October 28 2004
Over the last few days, some media -such as USA TODAY- has reported a civil 
lawsuit filed in the USA against Stanford Wallace, known as the Spam King, 
ordering him to disable a malicious application -Spyware/Spydeleter- that 
blackmails users into paying to remove the application from their computers.

Spyware/Spydeleter is a script that can download up to nine spyware programs 
to the computer. It is also installed on users computers when they visit web 
pages, either through links or Java scripts that do this automatically.

Once it has reached the system, Spyware/Spydeleter downloads the spyware 
programs through FTP connections. Similarly, it creates several processes and 
leaves them memory resident. These processes have names like sd.exe or 
sd3.exe and ensure that the script is running at all times.

Finally, Spyware/Spydeleter creates several entries in the Windows Registry. 
The most visible symptom of these entries is that they change the home page of 
Microsoft Internet Explorer for another page warning the user that the computer 
could be infected by spyware. This page also includes a link where the user can 
supposedly find help to clean the computer. If the user clicks on this link, a page 
opens from which the application Spy Deleter is downloaded, which will remove 
the spyware from the computer for the "modest" price of 29 dollars. The situation 
is made worse by the fact that Spy Deleter has apparently been programmed by 
the same person that created and distributed the malicious script.

What's more, affected users may also find that two links called Click to Remove 
Spyware and Remove Spyware Now have been created on their desktop which 
point to this purchase page.

According to Luis Corrons, head of PandaLabs, "it could be said that this is the 
start of a new era for malware, in as far as many of the authors of these kinds of 
programs are not just trying to prove that they can create damaging code better 
than the rest, but are trying to make a profit out of doing so. The number of fraud 
attempts through phishing is growing and many Trojans are circulating that try to 
steal confidential data, above all, bank account details. Now more than ever, it is 
vital to take precautions in the Internet, especially as they can hit where it most 
hurts: users' pockets."
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 Virus info

●     Downloader.GK 
●     Mydoom.M 
●     Revop.F 
●     Backdoor.Cabro 
●     How to delete 

Sasser.B 
●     How to delete 

Win32.Parite 
●     How to delete 

Trojan.Dyfuca 
●     How to delete 

Trojan.Bookmark 
●     How to delete 

Welchia 
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●     Backdoor.Agobot 
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· What is a trojan horse? · What is a computer worm?
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· How to protect your network against trojans   · Spyware and what you should know about it

· Protect your confidential data · Dialer as a reason of material losses
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