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- Bagle's new variant ready to open ports 81 and UDP -- Posted by

- Igor_Donchenko on Saturday, October 30 2004

- Bagle worm, which had caused havoc in the Internet World has once again hit
- the Internet community with its latest variant, Bagle.AS. Bagle.AS arrives as an
- email attachment with one of the following subject lines:

Simple, affordable
virus and hacker

protection.

Re:

Special promotion
. Re: Hello for our visitors:
. Re: Thank you! Get a $20 instant
Re: Thanks 1) rebate and receive 22
- Re: Hi issues of PC
Magazine when you
- And carries an attachment titled Price, price, Joke, with an extension .exe, .scr, order online.

-.com, .cpl.

- Bagle.AS harvests email addresses from the local disk. It then uses own SMTP
- engine to send out infections. The messages sent out have spoofed sender

- address. While constructing the spoofed sender's address Bagle.AS ignores

- addresses, which contain the strings like: @hotmail, @msn, @Microsoft,
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- kaspadmin, cafee etc. . September 2004

- The worm locates the folders containing "shar" and copies itself on the user's » August 2004

: . . _ . July 2004

- system using one of the following names:

: . June 2004
ACDSee 9.exe - May 2004
Adobe Photoshop 9 full.exe - April 2004
Ahead Nero 7.exe . March 2004
Kaspersky Antivirus 5.0 . February 2004
KAV 5.0 . January 2004
Matrix 3 Revolution English Subtitles.exe . December 2003
M?crosoft Ofﬁce 2003 erck, Working!.exe . November 2003
M!crosoft Of_flce XP worqug Crack, Keygen:exe . October 2003
Microsoft Windows XP, WinXP Crack, working Keygen.exe September 2003
Opera 8 New!.exe :

Porno pics arhive, xxx.exe - August 2003
Porno Screensaver.scr . July 2003
Porno, sex, oral, anal cool, awesome!!.exe . June 2003
Serials.txt.exe . May 2003
WinAmp 5 Pro Keygen Crack Update.exe . March 2003
WinAmp 6 New!.exe . February 2003
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. Windown Longhorn Beta Leak.exe
. Windows Sourcecode update.doc.exe
. XXX hardcore images.exe

This variant of Bagle listens on TCP port 81 and a UDP port.

MicroWorld warns the Internet Users to take a suspicious look on any such files
: found on their systems, as the worm once downloaded on the system would

- terminate the security applications, making them fall prey to the mal-intentions of

- cyber criminals.

Source: http://www.mwti.net
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- Our articles:

: - How does anti-virus software work? - Definition of malware
- What is a trojan horse? - What is a computer worm?
- . What is a computer virus? - History of computer viruses

- . How to protect your network against trojans - Spyware and what you should know about it

- . Protect your confidential data - Dialer as a reason of material losses

Sponsored link:
Dell coupons

Anti-spam software:
ChoiceMail One | McAfee Spamkiller

Browse our antiviruses sections:
Kaspersky antivirus | McAfee antivirus | Panda antivirus | eScan

DrWeb antivirus | Norton antivirus | BitDefender antivirus | eTrust EZ

© AntivirusWorld.com

http://www.antivirusworld.com/ (6 of 6) [11/1/04 1:19:05 PM]


http://www.antivirusworld.com/articles/antivirus.php
http://www.antivirusworld.com/articles/malware.php
http://www.antivirusworld.com/articles/trojan-horse.php
http://www.antivirusworld.com/articles/computer-worm.php
http://www.antivirusworld.com/articles/computer-virus.php
http://www.antivirusworld.com/articles/history.php
http://www.antivirusworld.com/articles/trojan.php
http://www.antivirusworld.com/articles/spyware.php
http://www.antivirusworld.com/articles/protect-your-data.php
http://www.antivirusworld.com/articles/dialer.php
http://www.antivirusworld.com/coupons/dell.php
http://www.antivirusworld.com/anti-spam/choicemail-one.php
http://www.antivirusworld.com/anti-spam/mcafee-spamkiller.php
http://www.antivirusworld.com/antivirus/kaspersky/
http://www.antivirusworld.com/antivirus/mcafee/
http://www.antivirusworld.com/antivirus/panda/
http://www.antivirusworld.com/antivirus/escan/
http://www.antivirusworld.com/antivirus/drweb/
http://www.antivirusworld.com/antivirus/norton/
http://www.antivirusworld.com/antivirus/bitdefender/
http://www.antivirusworld.com/antivirus/etrustez/

	antivirusworld.com
	Antivirus World - News, removal tools, how to delete viruses, trojans, worms




