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P e Bagle’s new variant bound to wreak more havoc
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Bagle worm, which caused havoc on the World Wide Web,
has once again hit the Internet with its latest variant,
Bagle.AS, which arrives as an e-mail attachment with subject
lines such as “Re: Hello”, “Re: Thank you!”, “Re: Re: Thanks
:)” and “Re: Hi”. These mails carry attachments titled Price,
Joke, with an extension of .exe, .scr, .com and .cpl.

Bagle.AS looks for e-mail addresses from the local disk and
then uses own SMTP engine to blast infections. The messages
sent out have spoofed sender address with domains such as
@hotmail, @msn, @Microsoft, kaspadmin, cafee and so on.
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The worm locates the folders containing “shar” and copies
itself on the user’s systems, posing as a software installed on
the machine. This variant of Bagle listens on TCP Port 81 and
a UDP port.
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MicroWorld has issued warning to Net users to notice
suspicious files on their systems, as the worm once
downloaded on the system would terminate the security
applications. More details about the worm are available on
www.mwti.net
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f CPI expresses its deep sorrow and condolences on the
f His Highness Sheikh Zayed bin Sultan Al Nahyan.
for the UAE, its people and the Arab world.
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cpilive.net is the on-line presence of CPI, based in Dubai and
regional partner for IDG, the world's largest IT publisher.
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