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American Express Alerts Against Phising Pop-ups 
By CXOtoday Staff 
Mumbai, May 10, 2006 

American Express has alerted its customers 

about a pop-up message that appears while 

you try to access the actual website of the 

credit card firm. 

A trojan causes this popup and it appears 

only on infected computers. The Pop-up box 

appears with a message that reads, "We are 

currently performing regular maintenance of our security measures. Please fill in the correct 

information for the following category to verify your identity." The form given below the message 

asks to enter Social Security Number, Mothers Maiden name and Date of Birth. This information 

is enough for the phishers to hijack and fake one's identity. 

Hackers or phishers are using a new bait to steal sensitive information from Internet users - 

keyloggers. Hackers use account information such as passwords, PINs and other confidential 

data to impersonate victims, and can then run up charges. 

Experts at MicroWorld Technologies were of the opinion that this sophisticated trick could fool 

even the computer savvy. 

Govind Rammurthy, CEO, MicroWorld Technologies said, "This can easily trick people as the 

pop-up appears after you key in the legitimate and highly secure website address of American 

Express. On 11th of April, we had informed the world about Win32.Qhost.v, a Trojan clicker or 

DNS Re-router that redirects browsers to unwanted or malicious websites. This one is pretty 

much on the same line, the difference being it comes as a pop-up box." 
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Is this phishing attack more ominous than the usual ones? 
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Disclaimer
ITNation (India) Pvt. Limited and its sites: www.channeltimes.com, www.techtree.com and www.cxotoday.com 
provide Comments and discussion boards as a professional medium for the various businesses of the IT 
industry to discuss business problems. Gossip, personal attacks and unsubstantiated charges are prohibited. 
Messages posted on this Web site as discussion threads or Comments (Content) are solely the opinions of their 
creators and do not necessarily reflect the opinions of ITNation (India) Pvt. Limited or its sites 
www.channeltimes.com, www.techtree.com and www.cxotoday.com. 
All individuals who post material to this web site are solely responsible for all Content that they upload, post or 
otherwise transmit via the Web Site.

ITNation cannot vouch for the authenticity of the user or company names or e-mail addresses associated with 
posted messages. Under no circumstances will ITNation India Pvt.Ltd. or Cxotoday.com be liable in any way for 
any Content, including, but not limited to, for any errors or omissions in any Content, or for any loss or damage 
of any kind incurred as a result of the use of any Content posted or otherwise transmitted via the Bulletin 
Boards.

ITNation reserves the exclusive right to edit or remove messages containing inappropriate language or other 
material that could be construed as libelous, potentially libelous, or otherwise offensive or inappropriate. 
Discussion forums, bulletin boards and chat facilities are provided by ITNation solely for the convenience of 
those who make use of the service. ITNation does not endorse the products and services or other offerings 
mentioned in messages.
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