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A new Worm creeps all over Myspace

highly successful community
portal, Myspace.com. Security
experts had long raised
concerns about the vast
opportunity that websites like
Myspace provide to online
thieves and criminals, in
exploiting their open nature
and easy access.

When a member of the
community views an infected
profile, a Quicktime movie
carrying Ofigel Worm is played,
which exploits an XSS
vulnerability in the network
using a Javascript. The Worm
then replaces user’s Myspace
menu with a fraudulent one
and the menu items redirect
the user to a Phishing website
identical to Myspace, where the
Username and Password of the
victim are captured.

Then the Worm logs onto
certain websites to download
the malicious Quicktime movie
and adds it to the user’s
profile. When a new user,
mostly the victim’s contact,
watches the movie, his or her
computer gets infected and the
chain goes on.

As if that’s not enough, Ofigel
later harvests the email IDs of
victim’s contacts and starts
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sending Spam mails to them with subject lines like: What else is
there to do on a Sunday, You better not forget about this, Hehe
that was so funny, Better see this one last time lol, Who’s

coming to the party tonight, etc. All messages quiet in sync with

the youth culture of Myspace.

“This is just one of the many recent incidents that goes on to
prove how multi-tiered and multi-pronged the online threats
have become in recent times,” says Sunil Kripalani, Vice
President, Global Sales and Marketing, MicroWorld Technologies.
“The attack involves a Worm, a media player, Phishing and
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Spamming. It also gives a clear indication that community
websites are fast becoming one of the most preferred vectors of
malware proliferation”.

Myspace officials inform that they are acting to minimize the
impact of this worm on users, by identifying the URLs
attempting to exploit this vulnerability. Those URLs are being
blocked, while the infected profiles being removed.

The Futuristic AntiVirus and Content Security software, eScan
from MicroWorld technologies, effectively protects users against
all kinds of Security Threats including the ones like Ofigel worm.
The application is powered by a fast updating Virus Protection
mechanism and Behavior and Intention based analysis for
Proactive Threat Detection. The software also gives the option to
block Javascripts in browsers to guard against malwares that
take the script route of infection. Microworld MicroWorld
Technologies (www.mwti.net) is the developer of the world's
most advanced AntiVirus and Content Security software eScan
for Desktops and Servers. Its gateway-level email security
software, MailScan, is a comprehensive mail scanner for
SMTP/POP3 Mail Servers. MicroWorld Winsock Layer (MWL) is
the revolutionary technology underlying these products,
powering them to several certifications and awards by some of
the most prestigious testing bodies, notable among them being
Virus Bulletin, Checkmark, TUCOWS, Red Hat Ready and Novell
Ready. On the Network Security side, MicroWorld offers a
powerful, futuristic network firewall branded as eConceal. To
learn more, kindly visit http://www.mwti.net.

Keywords: AntiVirus, Security, Virus, Trojan

About the Author
btv raj
biswas@mwti.net

Btv Raj is Content Writer and Creative Visualizer, MicroWorld
Technologies.

This article has been viewed 8 time(s).

Dresmy Gourmetl Fudde

%

Shipped to Your Door! * Grest Gift!

http://www.ideamarketers.com/library/article.cfm?articleid=136860&wherefrom=RESULTS (3 of 4) [12/7/2006 3:38:01 PM]


mailto:biswas@mwti.net
http://www.pwgroup.com/personalchef/specialties.htm

A new Worm creeps all over Myspace

Check Out Our Content Channel Categories

Career/Business Computers/Tech Corporate Current Events Holiday/Party/Gifts
Marnie Pehrson Beth Sunny Rhoberta Shaler Lee Schaeffer Kimberly Lainson

Home Business Home/Family Marketing/PR Money Matters Personal Develop.
Stone Evans Mia Cronan Marnie Pehrson Bob Robertson Leslie Householder

Build Ebooks - Ad Rates - Privacy Policy - Links - Services - Restore Login
Explosive Option Trading - Affiliate Marketing - Work From Home - Internet Home Business -
Women's Magazine - Make Money At Home

IdeaMarketers is a Project of
Pehrson Web Group

514 Old Hickory Ln * Ringgold
GA 30736

GD“SIE Search 706-866-2295 * Order Line:
800-524-2307

webmaster@ideamarketers.com

SKY

wih salulian

Web hosting provided by Blu Sky Web Solutions

Please Note: IdeaMarketers is a free-forum where anyone may sign up for a free writer account or publisher
account and post. It is always up to the discretion of the visitor to decide about anything mentioned on the service.
We do not personally endorse any company, person, product or service listed on our site unless we explicitly say
we are endorsing them.

http://www.ideamarketers.com/library/article.cfm?articleid=136860&wherefrom=RESULTS (4 of 4) [12/7/2006 3:38:01 PM]


http://www.ideamarketers.com/business.cfm
http://www.ideamarketers.com/business.cfm
http://www.ideamarketers.com/computers.cfm
http://www.ideamarketers.com/computers.cfm
http://www.ideamarketers.com/corporate.cfm
http://www.ideamarketers.com/corporate.cfm
http://www.ideamarketers.com/entertain.cfm
http://www.ideamarketers.com/entertain.cfm
http://www.ideamarketers.com/holiday.cfm
http://www.ideamarketers.com/holiday.cfm
http://www.ideamarketers.com/homebusiness.cfm
http://www.ideamarketers.com/homebusiness.cfm
http://www.ideamarketers.com/home.cfm
http://www.ideamarketers.com/home.cfm
http://www.ideamarketers.com/marketing.cfm
http://www.ideamarketers.com/marketing.cfm
http://www.ideamarketers.com/money.cfm
http://www.ideamarketers.com/money.cfm
http://www.ideamarketers.com/lifestyle.cfm
http://www.ideamarketers.com/lifestyle.cfm
http://www.buildebooks.com/
http://www.ideamarketers.com/services/
http://www.ideamarketers.com/privacy.cfm
http://www.ideamarketers.com/library/links.cfm
http://www.ideamarketers.com/services/
http://www.ideamarketers.com/sendlogin.cfm
http://www.mastersoequity.com/
http://www.affhelper.com/
http://www.24hourwealth.com/
http://www.home-business.com/
http://www.fromthehomefront.com/
http://www.team-schuman.com/
http://www.google.com/
http://www.ideamarketers.com/pwg.cfm
mailto:webmaster@ideamarketers.com
http://www.bswsolutions.com/
http://www.bswsolutions.com/

	ideamarketers.com
	A new Worm creeps all over Myspace


	JNHFFFHELELDGGACALLLJPFLBHOGBBMB: 
	form1: 
	x: 
	f1: [http://www.ideamarketers.com/library/search.cfm]


	form2: 
	x: 
	f1: Please enter keywords to search on.
	f2: 

	f3: 

	form3: 
	x: 
	f1: http://ideamarketers.com/library/article.cfm?articleid=136860
	f2: [en|es]
	f3: en
	f4: ISO-8859-1
	f5: ISO-8859-1
	f6: /language_tools

	f7: 

	form4: 
	x: 
	f1: 
	f2: 
	f4: 5104
	f5: 

	f3: 

	form5: 
	x: 
	f1: 
	f4: pub-0030293851970063
	f5: 1
	f6: ISO-8859-1
	f7: ISO-8859-1
	f8: GALT:#008000;GL:1;DIV:#336699;VLC:663399;AH:center;BGC:FFFFFF;LBGC:FFFFFF;ALC:0000FF;LC:0000FF;T:000000;GFNT:0000FF;GIMP:0000FF;LH:50;LW:218;L:http://www.ideamarketers.com/images/nameplate.jpg;S:http://www.ideamarketers.com;FORID:1;
	f9: en

	f2: Search
	f3: 




