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This new phishing mail pretending to come from eBay, pushes the 
envelope real far in convincing you to click on a link and to make you 
give away your confidential account information. At a time when even 
the most susceptible user is becoming cautious against attempts of 
email fraud, this one poses to educate you on how scamsters con you 
with spoof emails, before leading you the beaten path in directing to 
click on a link to open an imposter login screen! 

Security experts at MicroWorld Technologies inform that the scam 
mail in question tells users their accounts have been suspended after 
being compromised by suspected online thieves and prompts them to 
key in their user information in a form, in order to revoke the same. 
Once the confidential information is entered in the website given, it 
will be sent directly to those behind the scam. 

eBay's tryst with Phishing goes a weary long way. As one of the most 
widely targeted websites by criminal gangs, there have been 
innumerable attempts to wriggle into eBay user accounts and empty 
their wallets using a varied range of methods and mechanisms. 

To fight malicious mails like these, MicroWorld incorporates 
continuously evolving technologies that perform futuristic Phishing 
Protection and Spam Control in their Security products eScan and 
MailScan. To advance its crusade against unsolicited emails, the firm 
has developed a dedicated spam filtering software named X-Spam. 
Besides consistently innovating its Content Security technologies, 
MicroWorld also provides timely alerts to users on major online scams 
and fraudulent email campaigns.

Acunetix Web Security Scanner
Check your website security with a 
FREE website security audit by 
Acunetix. Audit your web 
applications for SQL injection, 
cross site scripting & more with 
Acunetix Web Vulnerability 
Scanner 
GFI LANguard Security Scanner

Is your network open to attack? Find 
out with the #1 sold network security 
scanner: GFI LANguard Network 
Security Scanner! Download your 
FREE trial version today. 

Downloads

●     » BeEF - Browser Exploitation 
Framework 0.2.1

●     » TrackMeNot - Firefox extension 
to protect against data-profiling 
0.3.0a

●     » fwknop - Single Packet 
Authorization 0.9.7

●     » Wapiti - Web application 
vulnerability scanner 1.1.3

●     » SSH Tunnel Manager 1.2

Press Releases

●     » 2X Opens Source Code to its 
NX Based Terminal Server for 
Linux

●     » Bluesocket provides technology 
to power and manage wireless 
networks across multiple 
convention centres

●     » Tandberg Data acquires 
Exabyte

●     » Imperial College London 
Counteracts Spam And Unwanted 
Content With MailMarshal

●     » Mirage Networks and nForce 
Security Team to Target Thai and 
Indochinese Markets
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●     » Review: Acunetix Web 
Vulnerability Scanner

●     » iSafe: Store Personal Data 
Securely on Your Mac

●     » NetInfo: Diagnostic and 
Network Information Utility

●     » Review: SmartLine DeviceLock
●     » Review: SpyWall

Copyright © IT-Observer.com 2000 - 2006

 

http://www.it-observer.com/news/6746/ebay_phishing_mail_tries_compromise_your_senses/ (2 of 2) [8/31/2006 10:17:46 AM]

http://www.it-observer.com/articles/1115/review_acunetix_web_vulnerability_scanner/
http://www.it-observer.com/articles/1115/review_acunetix_web_vulnerability_scanner/
http://www.it-observer.com/articles/1095/isafe_store_personal_data_securely_your_mac/
http://www.it-observer.com/articles/1095/isafe_store_personal_data_securely_your_mac/
http://www.it-observer.com/articles/1030/netinfo_diagnostic_network_information_utility/
http://www.it-observer.com/articles/1030/netinfo_diagnostic_network_information_utility/
http://www.it-observer.com/articles/1011/review_smartline_devicelock/
http://www.it-observer.com/articles/910/review_spywall/

	it-observer.com
	eBay Phishing Mail Tries to Compromise Your Senses - IT Observer


