HNS - ID Theft pop-ups target American Express web site

‘Help Net
Security

: ﬂ‘ r .-,,_w-m AL T _:_I. .
= 5 O _;FREEstduct*T ial
Fw secure. protect. inspect -

wt PR

= ABOUT US

s CONTACT

& ADVERTISE

& OFF THE WIRE @ SECURITY WORLD

@ Laws won't stop cybercriminals, say experts # How a psychotherapist fell for a Nigerian e-mail scam # Total failure of information security # Parasitic IRCBot in
he wild # Hacker faces wrath after pointing out security flaw # India to set up data security watchdog ® UK hacker loses extradition appeal

@ Critical vulnerability affecting Sophos Anti-Virus # 1D Theft pop-ups target American Express web site # ISS warns against potential Microsoft Exchange worm
# Test and Crash Beta Version of BitDefender 10 Internet Security @ Biggest X Window security hole since 2000

B LATEST ARTICLES --° VIRUS CENTER

# How Companies Can Manage Strong Authentication Intelligently ® Cross-Site Scripting Worms and Viruses: The Impending Threat and the Best Defense #
Identity Theft - Should You Be Worried? @ Automated Patch Management @ A Modular Approach to Data Validation in Web Applications

# Free Anti-Virus solution from Comodo # Fantasy Football Formula Virus Spreads Via Excel Spreadsheets # Weekly Report on Viruses and Intruders -
Nugache.A Worm, Hiviti.A and Banker.CTD Trojans ®# WOW Password Stealing Trojan Targets Online Gamers & Panda ActiveScan Top 10 viruses in April 2006

http://www.net-security.org/secworld.php?id=3997 (1 of 3) [5/11/2006 12:33:38 PM]


http://www.net-security.org/
https://download.spidynamics.com/1/ad/fwi.asp?Campaign_ID=701300000003Fk1
http://www.net-security.org/aboutus.php
http://www.net-security.org/contact.php
http://www.helpnetsecurity.com/
http://www.net-security.org/backend.php
http://www.net-security.org/
javascript:void(0)
http://www.net-security.org/off_the_wire.php
http://www.net-security.org/off_the_wire.php
http://www.net-security.org/secworld_main.php
http://www.net-security.org/secworld_main.php
http://www.net-security.org/viruses.php
http://www.net-security.org/viruses.php
javascript:void(0)
http://www.net-security.org/articles_main.php
http://www.net-security.org/reviews.php
http://www.net-security.org/articles.php?cat=3
http://www.net-security.org/books.php
javascript:void(0)
http://www.net-security.org/software_main.php?cat=1
http://www.net-security.org/software_main.php?cat=2
http://www.net-security.org/software_main.php?cat=5
http://www.net-security.org/software_main.php?cat=3
javascript:void(0)
http://www.net-security.org/advi_main.php
http://www.net-security.org/vulnerabilities.php
javascript:void(0)
http://www.net-security.org/webcasts.php
http://www.net-security.org/conferences.php
javascript:void(0)
http://www.net-security.org/subscribe.php
http://www.net-security.org/newsletter.php
http://www.net-security.org/newsletter.php
http://www.net-security.org/newsletter_archive.php
http://www.net-security.org/alerts.php
http://www.net-security.org/search.php
http://www.net-security.org/backend.php
http://www.net-security.org/news.php?id=11157
http://www.net-security.org/news.php?id=11156
http://www.net-security.org/news.php?id=11155
http://www.net-security.org/news.php?id=11154
http://www.net-security.org/news.php?id=11154
http://www.net-security.org/news.php?id=11153
http://www.net-security.org/news.php?id=11152
http://www.net-security.org/news.php?id=11151
http://www.net-security.org/secworld.php?id=3998
http://www.net-security.org/secworld.php?id=3996
http://www.net-security.org/secworld.php?id=3995
http://www.net-security.org/secworld.php?id=3994
http://www.net-security.org/article.php?id=919
http://www.net-security.org/article.php?id=918
http://www.net-security.org/article.php?id=917
http://www.net-security.org/article.php?id=916
http://www.net-security.org/article.php?id=915
http://www.net-security.org/virus_news.php?id=631
http://www.net-security.org/virus_news.php?id=630
http://www.net-security.org/virus_news.php?id=629
http://www.net-security.org/virus_news.php?id=629
http://www.net-security.org/virus_news.php?id=628
http://www.net-security.org/virus_news.php?id=627

HNS - ID Theft pop-ups target American Express web site
E SECURITY SOFTWARE

74 % B

# ++ GFI LANguard Network Security Scanner 7 ++ Acunetix Web Vulnerability Scanner 3.0 JSch 0.1.28 # GF| Endpoint Security 3 # WinDeveloper IMF
Tune 2.8 = VisualRoute 2006 10.0i # Password Safe 3.0 beta 1 # SSL-Explorer 0.1.16 # Reason 0.5.1 # Tor 0.1.0.17 # Digital Invisible Ink Toolkit 1.4 =
LockNote 1.0.1

@ yaSSL 1.3.0 # Nagios 2.3 @ Distributed Access Control System 1.4.12 @ MailScanner 4.53.6-1 @ Vuurmuur 0.5.71 # Ethereal 0.99.0 ® Nmap 4.03 =
strongSwan 2.7 @ Sussen 0.19 @ NuFw 1.0.25 @ Bastille Linux 3.0.9 = Firewall Builder 2.0.12

@ KisMAC 0.21a # iStumbler 96 # Fugu 1.2.0 # Little Snitch 1.2.2 # Victor 2.0 ®# Net Tool Box 3.1 # PDFKey Pro 1.0 # HenWen 2.1.2 ® Mac GPG 1.4.1 =
IPSecuritas 2.1 @ Pastor 1.7 # JellyfiSSH 4.2

@ WiFiFoFum 2.1.1 @ Crippin 2.8 # AirFix 1.0b = Airscanner Mobile Encrypter 2.5 @ Confidential Notes 1.1 @ Airscanner Mobile Firewall 2.4 # WiFi Graph 0.3
RC3 = SignWise Pro 2.52 @ Sentry 2020 2.8 = eWallet 4.0 = Pocket Warrior 15022003-B # Touch Password Protection 2.3

‘ ADVISORIES [§ VULNERABILITIES

@ Mandriva Linux Security Update Advisory - MySOL (MDKSA-2006:084) = Cisco Security Advisory - AVS TCP Relay Vulnerability (cisco-sa-20060510-avs) =
Mandriva Linux Security Update Advisory - gdm (MDKSA-2006:083) # Microsoft Security Bulletin - Microsoft Security Bulletin Summary for May 2006 #
Slackware Security Advisory - mysgl (SSA:2006-129-02) @ Slackware Security Advisory - Apache httpd (SSA:2006-129-01)

@ CuteNews search.php Multiple Variable XSS # CuteNews functions.inc.php Direct Request Path Disclosure @ Web4Future Portal Solutions comentarii.php ID
ariable SQL Injection ® Web4Future Portal Solutions view.php ID Variable SQL Injection ® Web4Future Portal Solutions comentarii.php ID Variable XSS #
eb4Future Portal Solutions view.php ID Variable XSS

ID Theft pop-ups target American Express web sitePosted on 10 May 2006.

American Express has alerted its customers about a Pop-up Message that appears while you try to access the actual website of the credit card firm. Experts at
MicroWorld Technologies observe that this sophisticated trick can fool even the computer savvy. This popup is caused by a Trojan and it appears only on
infected computers. A press release from American Express says that the Pop-up box appears with a message that reads, “We are currently performing regular
maintenance of our security measures. Please fill in the correct information for the following category to verify your identity”. In the form given below the
message, you are told to enter your Social Security Number, Mothers Maiden name and Date of Birth. That's enough information for anyone to hijack and fake
your identity! “This can easily trick people as the pop-up appears after you key in the legitimate and highly secure website address of American Express,” says
Govind Rammurthy, CEO, MicroWorld Technologies. “On 11th of April, we had informed the world about Win32.Qhost.v, a Trojan clicker or DNS Re-router that
redirects browsers to unwanted or malicious websites. This one is pretty much on the same line, the difference being it comes as a pop-up box.” There are many
breeds of malware that can directly and indirectly perform acts of identity theft and information robbery on unsuspecting users. While keyloggers capture
everything that you type in, Trojans and Backdoors can let a remote attacker manipulate your machine! Many adwares and spywares that pretend to be nice
utilities can be surreptitiously monitoring your moves on the computer, day in and day out. Source:

[ Security World main page ]

http://www.net-security.org/secworld.php?id=3997 (2 of 3) [5/11/2006 12:33:38 PM]


http://www.net-security.org/software.php?id=481
http://www.net-security.org/software.php?id=633
http://www.net-security.org/software.php?id=417
http://www.net-security.org/software.php?id=651
http://www.net-security.org/software.php?id=244
http://www.net-security.org/software.php?id=244
http://www.net-security.org/software.php?id=2
http://www.net-security.org/software.php?id=172
http://www.net-security.org/software.php?id=579
http://www.net-security.org/software.php?id=650
http://www.net-security.org/software.php?id=253
http://www.net-security.org/software.php?id=312
http://www.net-security.org/software.php?id=649
http://www.net-security.org/software.php?id=521
http://www.net-security.org/software.php?id=279
http://www.net-security.org/software.php?id=346
http://www.net-security.org/software.php?id=144
http://www.net-security.org/software.php?id=591
http://www.net-security.org/software.php?id=99
http://www.net-security.org/software.php?id=1
http://www.net-security.org/software.php?id=643
http://www.net-security.org/software.php?id=497
http://www.net-security.org/software.php?id=526
http://www.net-security.org/software.php?id=217
http://www.net-security.org/software.php?id=230
http://www.net-security.org/software.php?id=625
http://www.net-security.org/software.php?id=620
http://www.net-security.org/software.php?id=629
http://www.net-security.org/software.php?id=626
http://www.net-security.org/software.php?id=604
http://www.net-security.org/software.php?id=598
http://www.net-security.org/software.php?id=246
http://www.net-security.org/software.php?id=614
http://www.net-security.org/software.php?id=628
http://www.net-security.org/software.php?id=599
http://www.net-security.org/software.php?id=617
http://www.net-security.org/software.php?id=605
http://www.net-security.org/software.php?id=580
http://www.net-security.org/software.php?id=544
http://www.net-security.org/software.php?id=647
http://www.net-security.org/software.php?id=547
http://www.net-security.org/software.php?id=632
http://www.net-security.org/software.php?id=573
http://www.net-security.org/software.php?id=634
http://www.net-security.org/software.php?id=634
http://www.net-security.org/software.php?id=543
http://www.net-security.org/software.php?id=541
http://www.net-security.org/software.php?id=553
http://www.net-security.org/software.php?id=575
http://www.net-security.org/software.php?id=569
http://www.net-security.org/advisory.php?id=6252
http://www.net-security.org/advisory.php?id=6251
http://www.net-security.org/advisory.php?id=6250
http://www.net-security.org/advisory.php?id=6249
http://www.net-security.org/advisory.php?id=6248
http://www.net-security.org/advisory.php?id=6247
http://www.net-security.org/vulnerability.php?id=25304
http://www.net-security.org/vulnerability.php?id=25306
http://www.net-security.org/vulnerability.php?id=25285
http://www.net-security.org/vulnerability.php?id=25285
http://www.net-security.org/vulnerability.php?id=25286
http://www.net-security.org/vulnerability.php?id=25287
http://www.net-security.org/vulnerability.php?id=25288
http://www.gfi.com/adentry.asp?adv=62&loc=10
http://mwti.com/
http://www.net-security.org/secworld_main.php

HNS - ID Theft pop-ups target American Express web site

GFiLANguard

Network Security Scanner

DOWNLOAD FREE
VERSION TODAY!

wein --;.'.!_._...... -

Issue 6 is here.
Get your free copy!

http://www.net-security.org/secworld.php?id=3997 (3 of 3) [5/11/2006 12:33:38 PM]


http://www.gfi.com/adentry.asp?adv=62&loc=21
http://www.insecuremag.com/
http://www.net-security.org/privacy.php
http://www.aruba.it/

	net-security.org
	HNS - ID Theft pop-ups target American Express web site


