HNS - Purported spyware removal tool takes usersfor aride

‘Help Net
Security

GF Mﬂi ISecu r“-y Download your ,&( '
i

for Exchange/SMTP FREE Trial Today!
: o
% McAfee [TLITT] (& btdende o A6 Anivins g

= ABOUT US

s CONTACT

& ADVERTISE

o pr—
HoN ETMAIL ALERTS | 'SEARCH|'RSS||
ol J'#' ol oo ol s S J';-J‘ fulfa ol bl i i ol b ol ol il

& OFF THE WIRE @ SECURITY WORLD

# Microsoft awards MVP status to 'adware' distributor # $100 laptop may be at security forefront ®# Microsoft SPP the ultimate security risk? # Google Code
Search peers into programs' flaws @ Future of the hard drive 'secure' @ Viruses, spyware cost users $7.8 billion @ Gartner forecasts security troubles

@ Purported spyware removal tool takes users for a ride # FraudWatch Intl. releases beta version of anti-Phishing software FWI Fraud Shield # MobileSecure
Acquires wireless security leader Highwall Technologies # LANspectre PRO Network Scanner now shipping # PatchLink released PatchLink Update 6.3

B LATEST ARTICLES --° VIRUS CENTER

@ A New Approach To Data Protection And Management ® Top 5 Tips to NOT Get Hacked Online # Raman Amplification in Storage Area Networking # Using
Pict Encrypt for steganography purposes on Mac OS X & Constructing Secure Storage Area Networks
@ \Weekly Report on Viruses and Intruders - Spamta worms, Bck/WebMic.A and Trj/Rizalof.KD # Top Ten viruses most frequently detected by Panda ActiveScan

in September 2006 = Top ten malware threats and hoaxes reported to Sophos in September 2006 # Sophos top 10 malware threats and hoaxes in September
2006 #= Weekly Report on Viruses and Intruders - Spamta worm, Microsoft VML vulnerabilit

http://www.net-security.org/secworld.php?id=4284 (1 of 4) [10/9/2006 10:54:56 AM]


http://www.net-security.org/
http://www.gfi.com/adentry.asp?adv=62&loc=16
http://www.net-security.org/aboutus.php
http://www.net-security.org/contact.php
http://www.helpnetsecurity.com/
http://www.net-security.org/backend.php
http://www.net-security.org/
javascript:void(0)
http://www.net-security.org/off_the_wire.php
http://www.net-security.org/off_the_wire.php
http://www.net-security.org/secworld_main.php
http://www.net-security.org/secworld_main.php
http://www.net-security.org/viruses.php
http://www.net-security.org/viruses.php
javascript:void(0)
http://www.net-security.org/articles_main.php
http://www.net-security.org/reviews.php
http://www.net-security.org/articles.php?cat=3
http://www.net-security.org/books.php
javascript:void(0)
http://www.net-security.org/software_main.php?cat=1
http://www.net-security.org/software_main.php?cat=2
http://www.net-security.org/software_main.php?cat=5
http://www.net-security.org/software_main.php?cat=3
javascript:void(0)
http://www.net-security.org/advi_main.php
http://www.net-security.org/vulnerabilities.php
javascript:void(0)
http://www.net-security.org/webcasts.php
http://www.net-security.org/conferences.php
javascript:void(0)
http://www.net-security.org/subscribe.php
http://www.net-security.org/newsletter.php
http://www.net-security.org/newsletter.php
http://www.net-security.org/newsletter_archive.php
http://www.net-security.org/alerts.php
http://www.net-security.org/search.php
http://www.net-security.org/backend.php
http://www.net-security.org/news.php?id=12541
http://www.net-security.org/news.php?id=12540
http://www.net-security.org/news.php?id=12539
http://www.net-security.org/news.php?id=12538
http://www.net-security.org/news.php?id=12538
http://www.net-security.org/news.php?id=12537
http://www.net-security.org/news.php?id=12536
http://www.net-security.org/news.php?id=12535
http://www.net-security.org/secworld.php?id=4283
http://www.net-security.org/secworld.php?id=4282
http://www.net-security.org/secworld.php?id=4282
http://www.net-security.org/secworld.php?id=4281
http://www.net-security.org/secworld.php?id=4280
http://www.net-security.org/article.php?id=948
http://www.net-security.org/article.php?id=947
http://www.net-security.org/article.php?id=946
http://www.net-security.org/article.php?id=945
http://www.net-security.org/article.php?id=945
http://www.net-security.org/article.php?id=944
http://www.net-security.org/virus_news.php?id=704
http://www.net-security.org/virus_news.php?id=703
http://www.net-security.org/virus_news.php?id=703
http://www.net-security.org/virus_news.php?id=702
http://www.net-security.org/virus_news.php?id=701
http://www.net-security.org/virus_news.php?id=701
http://www.net-security.org/virus_news.php?id=700

HNS - Purported spyware removal tool takes users for aride

E SECURITY SOFTWARE

74 % B

@ ++ GFI LANguard Network Security Scanner 7#® ++ Acunetix Web Vulnerability Scanner 4= SSL-Explorer 0.2.8.01 # Data Guardian 1.0 # Kaspersky Security
or MS Exchange Server 2003 5.5 # Kaspersky Anti-Virus 6.0 # Kaspersky Anti-Virus for Windows Workstations 5.0 # Kaspersky Internet Security 6.0 # Dekart
Private Disk 2.09 # DevicelLock 6 # Eraser 5.8 # ScatterChat 1.0.1

@ Rootkit Hunter 1.2.9 = Sussen 0.30 # SnortALog 2.4.1 RC1 @ Shorewall 3.2.4 # Snort SMS 1.4.6 # DansGuardian 2.9.8.0 # Stunnel 4.18 = TrouSerS 0.2.8 #
OS-SIM 0.9.0 rc3 # Sysmask 1.08 @ WifiScanner 1.0.2 # Samhain 2.2.4

@ Data Guardian 1.0 # iProtector 1.0 # MultiAlarm 3.4 # OS X Rootkit Hunter 0.1 = Password Gorilla 1.4 # Pict Encrypt 2.0 # Safer Workstation 1.0.1 @
FrameSeer @ XNmap 3.0 @ NetShred X 3.1.7 ® Radmind 1.7.0 = JellyfiSSH 4.4

@ Airscanner Mobile Encrypter 2.9 @ Crippin 2.9 @ Sentry 2020 2.9 ® WiFiFoFum 2.1.1 = AirFix 1.0b ® Confidential Notes 1.1 @ Airscanner Mobile Firewall 2.4 @
iFi Graph 0.3 RC3 # SignWise Pro 2.52 # eWallet 4.0 # Pocket Warrior 15022003-B # Touch Password Protection 2.3

@ ADVISORIES [ VULNERABILITIES

@ Trustix Secure Linux Security Advisory - openldap, php, php4 (2006-0055) ® SUSE Security Announcement - mozilla-thunderbird (DSA 1192-1 ) = SUSE
Security Announcement - SUSE Security Summary Report (SUSE-SR:2006:024) # Ubuntu Security Notice - python2.3, python2.4 vulnerability (USN-359-1 ) @
Mandriva Linux Security Update Advisory - php (MDKSA-2006:180) @ Debian Security Advisory - mozilla-thunderbird (DSA 1191-1)

@ Pie Cart Pro affiliates.php Inc_Dir Variable Remote File Inclusion & Pie Cart Pro orders.php Inc_Dir Variable Remote File Inclusion # Pie Cart Pro events.php
Inc_Dir Variable Remote File Inclusion # Pie Cart Pro index.php Inc_Dir Variable Remote File Inclusion # Pie Cart Pro articles.php Inc_Dir Variable Remote File
Inclusion = Pie Cart Pro fags.php Inc_Dir Variable Remote File Inclusion

GFIl: Control entry & exit of data on your network with GFl EndPointSecurity. FREE evall!

Purported spyware removal tool takes users for a ridePosted on 06 October 2006.

"SPYWARE INFECTION! Your system is infected with spyware. Windows recommends that you use a spyware removal tool to prevent loss of data. Using this
PC before having it cleaned of spyware threats is highly discouraged."

If you wake up to see this panic message taking center stage on your computer screen, you could be infected with a rogue spyware removal tool named
SpySheriff. Instead of keeping your system guarded against spywares, the program itself works as a Spyware and Adware, triggering pop-up ads and tampering
with system components, seriously compromising the security of your computer in the process.

SpySheriff is distributed using Trojans, Trojan Droppers and Trojan-Downloaders that show fake warning messages about spyware and riskware infections.
These Trojans find their way to victim’s computers by exploiting browser vulnerabilities, Spam mails or by getting bundled with other computer utilities.

Ronak Desai, a Security Analyst at MicroWorld Technologies says SpySheriff program also prevents infected users from performing a System Restore, by
blocking the system calendar and restore points. This robs users of their option to revert computers to an earlier status.

Ronak suggests that infected users with no protection can get a workaround for this issue by undoing their last restore operation and then performing a system
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restore, which seems to be working in some cases.

SpyAxe, SpywareStrike, SpywareNO, Spyware Cleaner and Winantivirus are a few other dubious applications of the same breed exposed by MicroWorld
Technologies in the past. Most of them follow more or less similar spreading routines to infect large numbers of victims in quick time.

MicroWorld solutions eScan and MailScan safeguard user computers with the fastest updating database of protections against Viruses, Worms, Trojans, Trojan
Downloaders, Adwares, Spywares and suspected Riskwares. eScan and MailScan work on a unique technology called MWL (MicroWorld Winsock Layer) in
conjunction with a sophisticated Behavior and Intention analysis of potential security threats.

“I have even seen some people with reasonable computer acquaintance falling prey for the sly marketing techniques of these dubious programs and
downloading them willfully,” reveals Sunil Kripalani, Vice President, Global Sales and Marketing, MicroWorld Technologies. “While it's vital to protect your
computer against the growing danger of Adware and Spyware, it's doubly important to guard yourself against wolves in sheep’s clothing. Because with these
programs, you are neither aware that you are infected, and nor you have any idea what more malicious stuff that they will bring to your computer tomorrow.”

[ Security World main page ]
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