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MicrowWorld Technologies online security company has issued a warning in which announces that a new type
of Backdoor Worm named Doombot.k israpidly spreading via“abuse warnings”

e-mails, spoofing domain names of security software companiesin order to spread through a phishing
method.

Once it has compromised a system, the worm stays active in the background due to IRC both capabilities and
functions as a Backdoor Server, allowing remote access to the PC and lowering the security level. From there
it spreads via mass mailing using the data in the victims computer to send copies of itself as .pif, .scr, .exe,
.cmd and .bat attachments to all e-mail addresses in the user's address book. At thislevel the worm also
spoofs the domain name under sender and identifies it with the domain of the harvested email address.

Account Alert, Important Notification, Members Support, Notice of account limitation, and Security
measures are the subjects displayed by the Doombot.k in order to determine the users to open the
compromised files.

“Thisisafine instance of what we call as the Convergence of Online Crimes,” says Govind Rammurthy,
CEO, MicroWorld Technologies. “Y ou’ve got an attack that resembles phishing, which spreads an email
worm that eventually creates large botnets, to be used as hotbeds of online crimes. It clearly indicates that in
the dark under-belly of Internet, criminals are connecting, grouping and organizing all sorts of malicious

The First Yahoo! Messenger Worm That Installs Its Own Browser
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In light of recent gaming events, Softpediawould like to know your opinion on women discrimination in computer games. Have you heard about it, do you think it
existsand if so, do you think something should be done to remedy that? Vote here!
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We are sorry, there are no opinions available for this article.
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Only registered and logged in users can post comments. Click here to login, or register.

@ DO YOU WANT TO CONTACT US?

If you have some comments or you want to send us some information you can send us an email directly to newsen@softpedia, carm. You can use
the form below for the same purpose.

http://news.softpedia.com/news/Doombot-k-Worm-attack-via-abuse-e-mail-26991.shtml (2 of 3) [6/27/2006 10:34:54 AM]


http://news.softpedia.com/news/Microsoft-Warns-of-Fake-WinLogon-Service-Patch-25078.shtml
http://news.softpedia.com/news/E-mail-virus-numbers-are-down-26679.shtml
http://news.softpedia.com/index.en.shtml#GPOLL
http://news.softpedia.com/newsLinkTo2/26991
http://news.softpedia.com/newsSubscribe
javascript:print()
http://news.softpedia.com/newsSend2/26991
http://news.softpedia.com/news/Jon-Stewart-mocked-the-House-of-Representatives-27783.shtml
http://news.softpedia.com/news/Micro-Machines-V4-PC-Demo-Now-Available-27769.shtml
http://news.softpedia.com/news/Nokia-6275i-New-CDMA-Handset-from-Nokia-27767.shtml
http://news.softpedia.com/news/Nokia-6275i-New-CDMA-Handset-from-Nokia-27767.shtml
http://news.softpedia.com/news/Guild-Wars-Factions-Dragon-Festival-27760.shtml
http://news.softpedia.com/news/Tom-Clancy-039-s-Ghost-Recon-Advanced-Warfighter-Chapter-2-Content-for-Xbox-360-27756.shtml
http://news.softpedia.com/news/Tom-Clancy-039-s-Ghost-Recon-Advanced-Warfighter-Chapter-2-Content-for-Xbox-360-27756.shtml
http://news.softpedia.com/news/SoonR-Adds-Mac-Support-to-Its-Remote-Access-Capabilities-27752.shtml
http://news.softpedia.com/news/SoonR-Adds-Mac-Support-to-Its-Remote-Access-Capabilities-27752.shtml
http://news.softpedia.com/news/Sagem-VS4-Low-Budget-Phone-27750.shtml
http://news.softpedia.com/news/Sagem-VS4-Low-Budget-Phone-27750.shtml
http://news.softpedia.com/news/Sprint-Announces-North-America-Data-Roaming-Deals-27747.shtml
http://news.softpedia.com/newsList2/today,en
http://news.softpedia.com/newsList2/yday,en
http://news.softpedia.com/newsArchive2/en
http://news.softpedia.com/newsArchive2/en
http://board.softpedia.com/index.php?act=Login&CODE=00
http://www.softpedia.com/user/register.shtml

Doombot.k Worm Attack via“Abuse’ E-mail - Softpedia

Your full name: (at least 3 characters)

Your email address: (at least 5 characters)

Message subject: (at least 5 characters)

Message text: (at least 10
characters)

Send

© 2001 - 2006 Softpedia. All rights reserved.
Softpedia™ and Softpedia™ logo are registered trademarks of SoftNews NET SRL.

Copyright Information | Privacy Policy | Terms of Use | Contact Softpedia | Update your software | Archive

http://news.softpedia.com/news/Doombot-k-Worm-attack-via-abuse-e-mail-26991.shtml (3 of 3) [6/27/2006 10:34:54 AM]


http://www.softpedia.com/user/copyright_information.shtml
http://www.softpedia.com/user/privacy.shtml
http://www.softpedia.com/user/terms.shtml
http://www.softpedia.com/user/feedback.shtml
http://www.softpedia.com/user/send_update.shtml
http://archive.softpedia.com/

	softpedia.com
	Doombot.k Worm Attack via “Abuse” E-mail - Softpedia


	LFEPKLAHBHGMJABAMJBAHMHJGBNOKAPG: 
	form1: 
	x: 
	f1: 

	f2: 

	form5: 
	x: 
	f1: [0]


	form2: 
	x: 
	f1: 

	f2: GO
	f3: 

	form3: 
	x: 
	f1: 
	f2: 
	f3: 
	f4: 

	f5: Send
	f6: 




